Developing a Cyber Security and Risk Mitigation Plan (175.1)

NRECA’s Cooperative Research Network (CRN) has created a set of documents that co-ops can use to
strengthen their cyber security postures and chart a path of continuous improvement in this area. These
documents include the “Guide to Developing a Cyber Security and Risk Mitigation Plan” and the “Cyber
Security Plan Template” that co-op’s can use as the basis for their own cyber security plans. This one-day
workshop introduces the Guide, template, and related documents, and walks participants through the
process of developing a plan. The workshop will cover risks posed by people, processes, and technology,
and will also look at NERC CIP compliance. After taking this class, co-ops will be ready to create their
own cyber security plans.

Agenda

The Problem
Part 1: Intro to the CRN Cybersecurity Toolkit
Part 2: People & Policy, Processes, and Technology
Part 3: The Journey
Approach
Part 4: Appointing Leadership
Part 5: Risk Management Framework
Part 6: Building a Risk Management Program
Addressing Risks
Part 7: Address People & Policy Risks
Part 8: Address Process Risks

Part 9: Address Technology Risks
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